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CONTENT DELIVERY & SECURITY ASSOCIATION

PREFACE

About CDSA

CDSA, the Content Delivery & Security Association (formerly IRMA, the International Recording
Media Association), is the international content protection association. For over 40 years, it has
served as the worldwide forum advocating the innovative and responsible delivery and storage
of entertainment, software and information content.

Founded in 1970, this 501(c)(6) non-profit organization’s global membership includes
companies involved in every facet along the digital and physical media supply chain. Beginning
with the audiocassette, through the home video revolution, and into today’s digital delivery era,
CDSA has always been the organization companies have turned to for news, networking,
market research, information services, and leadership.

In 2010 CDSA went under the management of the Media & Entertainment Services Alliance
(MESA) and all CDSA member companies receive reciprocal benefits as Associate Level
members of MESA.

Due to worldwide acclaim for its anti-piracy and content protection standards, CDSA has
focused its activities on protecting entertainment IP throughout the supply chain, both pre-
release and post release content. With five international offices (two in the United States, two in
the United Kingdom and one in Hong Kong), CDSA can meet the global needs of any
organization regardless of locality.
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Background

Over a decade ago, the Content Delivery and Security Association developed the world’s first,
independent and impartial audit certification system and related family of international
standards, collectively called CDSA’s Anti-Piracy and Compliance Programs (APCP).

With the support of the entertainment and media industry worldwide, CDSA has certified over
120 organizations on five continents in its cadre of APCP Standards. The APCP is the only
industry-driven program recognized by major content holders and governments worldwide.

CDSA is your partner in protecting the security and integrity of intellectual property and related
assets.

Objectives of CDSA'’s Anti-Piracy and Compliance Pro  grams (APCP)

The Anti-Piracy and Compliance Programs and related Standards were developed to meet
two key objectives:

To support the health, growth and economic well-being of the entertainment and media
industry by promoting sound security and anti-piracy compliance standards and practices.

To help organizations across the media and entertainment supply chains adopt an open set
of standards to protect the confidentiality, integrity and availability of intellectual property; our
most valued asset.

By improving operational practices, organizations of any size or scope can minimize the risks
associated with the handling, storage, and delivery of content, entertainment media, and other
privileged assets. Unlike other programs, CDSA works in partnership with entertainment, media
and content management organizations.
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APCP Family of Standards

To meet these objectives, CDSA offers three certification programs and related Standards
(see Diagram 1):
Copyright and Licensing Verification

Content Protection and Security Standard —which in  cludes Physical Security,
Digital Asset Security and Post-Production Security

Content Security Risk Assessment — Spot-check Site Reviews

CDSA’s APCP
Family of Standards

Diagram 1 — APCP Family of Standards
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CDSA has pioneered a structured, yet practical accreditation processes to assist organizations
to systematically manage its security and piracy risks. The program is called the Content
Protection and Security Standard.

The framework focuses primarily on the security management of content, in all of its forms
across the entire supply chain. Itis comprised of:

Risk-based assessments designed to identify and quantify risk.

An internal and external Audit program.
The framework is designed to help Organizations establish, implement, monitor, maintain and
improve security management processes to better protect intellectual property and related
assets.

Framework Model

The Content Protection and Security Standard is comprised of four levels:

Accreditation

Capabilities Framework

Core Principles

Industry Policy Statement

Diagram 2 — Model for the Content Protection and Security Standard Accreditation Program
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Level 1 - Industry Policy Statement

“A global security and anti-piracy compliance progr am is essential to the
protection of intellectual property assets. The se curity standard is industry-
driven, effectively managed, and proportionately im plemented to minimize risks
associated with handling, storage and delivery of e ntertainment media and
information content across the entire supply chain. ?

Level 2- Core Principles

1. The security of Intellectual property is ultimately the responsibility of the intellectual
property rights owner (IPR owner). To protect their most valuable asset, the IPR owner
needs to manage risk within defined parameters.

2. IPR owners entrust their assets to internal and external resources for the purpose of
creation, production, post production, manufacture and distribution. Whilst content is in
their possession, there will be associated risks for which all have a common duty to
mitigate such risks and ultimately protect the asset.

3. In order to function effectively and profitably, the entire media supply chain must be able
to move content through the creative, manufacturing, storage and delivery process,
confident in the knowledge that it is adequately protected from internal and external risks
using a common set of agreed standards.

4. By adopting a set of open standards, the industry can secure its processes, display a
strong resilience to those who may threaten it, and equip it to respond to any breach or
lapse of security. It should enable proper treatment of possible risks, early identification
and swift response to security incidents to minimise damage, and make necessary
changes as needs arise.
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Level 3 — Content Protection and Security Standard Capabilities Framework

The Content Protection and Security Standard Framework is comprised of the following seven
(7) fields of competency, known as the ‘Capabilities Framework’ (CF):

Documentation, Personnel and Asset Physical Security
Risk Management Resources Management
and Compliance

IT Security and Training and Disaster Recovery
Electronic Data Awareness and Business
Continuity

Planning

CF Requirements vary according to Security Risk Level
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Level 4 — Requirements for Accreditation

CDSA's knowledge and experience working within the supply chain has identified the need for a
more granular yet practical approach to effective site security. To achieve this, CDSA has
developed a series of “requirements” within each of the seven Fields of Capabilities.

The Schedule of Requirements forms the backbone of the accreditation process. The
requirements must be reviewed and applied as necessary. This list may expand and adjust
organically as the framework, available technologies and process requirements change, thus
forming part of CDSA’s policy review, risk assessment, and ultimately accreditation.

Each Capability Framework (CF) Requirement can be found in the Guidance Document and is
presented as follows:

Overview of the Capability
Requirements , based on the CDSA Content Protection and Security Standard , and
Evidence Necessary for Audit

The following are examples of CF Requirements, shown as follows:

Context ProtecTioN
AND SECURITY
PROCRAM

CONTENT DELIVERY & SECURITY ASSOCIATION
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Content Protection and Security Standard Accreditat ion Process

There are three steps necessary to achieve site accreditation (CDSA will be available
throughout the process to provide guidance.)

Step 1 Application

CDSA will provide the Content Protection and Security Standard together with the
Program Application and Program Agreement.

Organizations seeking accreditation must complete and submit the Program Application
and Program Agreement to initiate the process.

CDSA will ascertain the potential and actual security risk level posed by the
Organization through a review of the documentation completed by the applicant:

Program Application provides general site and business information.
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A pack of resource materials will be provided to the applicant company, to include:

CPS Standard and Guidance Document
Statement of Applicability
Sample Documentation where required (e.g. Manual and Policies)

Pre Audit Activity

Using the guidance documentation provided, the organization will complete a risk
assessment and a Statement of Applicability  which summarizes all mandatory
security requirements that must be met. This documentation will stipulate the types of
controls in place or where appropriate give an explanation and justification for any
exclusion(s).

Diagram 3 — Determining the appropriate Security Risk Level
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Example Statement of Applicability (SoA)
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Step 2 Site Visit and Audit

Upon completion of the requisite site documents, by the applicant, a site audit will be
arranged and conducted by CDSA.

Step 3 Audit Report & Further Review

The applicant will receive an Audit Report which will contain details of all compliances
and non-compliances together with other conclusions and recommendations.

If one or more major or systemic non-compliances are identified during the initial
accreditation audit, then a re-audit may be required. When minor non-compliances are
identified, the applicant must submit corrective action plans to address them within 30
days of the audit. These plans will be reviewed and approved by CDSA auditors for
suitability.

If the initial audit is successful site accreditation is achieved, this accreditation status will

be valid for 6 months* following which a further audit is required to confirm compliance
with procedures.

Step 4 Annual Surveillance Audits
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After the initial accreditation audit, the site will maintain its status through an annual
CDSA audit called the Surveillance Audit.

Organizations must submit internal audits, to CDSA, six months following each
surveillance audit.

Next Steps

To discuss specific requirements and application into the Content Protection and
Security Standard Accreditation Program, contact your regional APCP Director for more
details:

Europe, Middle East and Africa
Peter Wallace, APCP Worldwide Director

Kestrel Court, Harbour Road
Portishead, Bristol BS20 7AN
United Kingdom

Tel: +44 (0) 7850 331033

E-mail: pwallace@CDSAonline.org

North, Central and South America
Linda Dyson, Regional Director

3455 N Desert Drive, Suite 3209

East Point, GA 30344

United States

Tel: +1 (404) 349 9600 Fax: +1 (404) 349 4499
E-mail: Idyson@CDSAonline.org

Asia
James Wise, Regional Director

22/F, 3 Lockhart Road, Wanchai

Hong Kong, SAR

Tel: +852-2863-6980 Fax: +852-2290-9111
E-mail: jwise@CDSAonline.org
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